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1.3 Preview Survey (preview.php) — parameter: “lang”
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You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'BOOM" at line 1:SELECT * FROM "lime_questions’ WHERE

sid="51928" AND qid="1" AND language='de’' BOOM'

The “admin.php” script includes the vulnerable script:

admin.php x preview.php
[ L I I ST A AT | N AL L T L S N I T IO
244 }
245 elseif {($action == 'listcolumn'}
246
247 if(bHasSurveyPermission($surveyid, 'statistics', 'read’)) {include('listcolumn.php');}
248 else { include('access _denied.php');}
240 |- }
258 elseif (faction == 'previewquestion'])
251
252 if(bHasSurveyPermission(%surveyid, "surveycontent’, 'read’)) ﬂinclude('pheview.php');ﬂ
253 else { include('access_denied.php');}
254 | 3

The lang-parameter is not escaped before it’s used as a parameter for the SQL-statement:

admin.php preview.php x

0 10 20 an 40 50 0 70 an a0 wme, oy 119y, 120

28 if (lisset($_SESSION[ 'step’])) { $_SESSION[ 'step'] = 9; }

28 if (lisset($_SESSION[ 'prevstep'])) { $_SESSION[ 'prevstep'] = 8; }
36 if (lisset($_SESSION[ ‘maxstep'])) { $_SESSION[ ‘maxstep'] = @; }
31 [if (lisset($_GET[ lang']) || $_GET[ lang'] == "7)

32H

33 $language = GetBaselanguageFromSurveyID($surveyid);

34H[F else {
J;L $language = $_GET['lang'];

36 L}

37

38 $_SESSION['s_lang'] = $language;

39 $clang = new limesurvey_lang($language);
48

41 $thissurvey=getSurveyInfo($surveyid);
42 $_SESSTION[ 'dateformats'] = getDateFormatData(%thissurvey['surveyls dateformat']);
43 require_once(dirname(__FILE_ ).'/../ganda.php');

45  $qquery = 'SELECT * FROM '_db_table_name('questions')." WHERE sid='$surveyid’' AND gid='%$qid' AND language="'{[$languagef}'";



