it.sec

security for your information

1.2 Activate Survey (activate_functions.php) — parameter: “fixnumbering”
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UPDATE lime questions SET qid=6 WHERE qid="
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " at line 1

x Burp Suite Professional v1.4.12 - licensed to it.sec GmbH and Co. KG i ==
Burp Intruder Repeater Window About

Target | Prowy | Spider | Scanner T mtruderT Repeater T Sequencer T DecoderT CumparerT Options | Alerts

[ ntercept | options | Histary |

‘ Filter: Hiding CSS and general binary content |

# v|Host | URL | Meth... | Para... | Modif... | Status | Length | MIME ty... | Extensi... | Title | Comment
467  https:/flimesurveys==s,., | fadmin/admin.php?action=activate&sid=23642 GET o] M 200 642 seript php I
466  httpsflimesurvey. === =, fimages/defaultanswers.png GET (0] L =200 1580  PNG png
485 httpsi/fl irvey, 0. wditions. png GET (0] ) 200 1833 PNG png v
< T D
[ original request | Edited request | Response |
Raw | Params THaaders Hex
GET /admin/admin.php?action=activatessid=23f42sfixmmbering=" HTTP/L.1 A
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Referer: https://limesurvey.m m ®./admin/admin. php
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The vulnerable parameter gets passed in file “activate.php” to the function fixNumbering:

activate.php =

n. .., 10, 20 .30 . A0 L B0 ... 60
24 if (! lsset($ FDST[ ok’ ]} || 1$ POST[ 'ok'])
25 {
26 if (isset($ GET['fixnumbering']) && $ GET['fixnumbering'])
27 {
28
29 }

'Fixhlumber‘ing(lf;_GET[ "fixnumbering' ]|)JI

This value is then used to update a database entry in file “activate_functions.php”:

activate.php activate_functions.php
Q,T,,,,,,,1,0,,,,,,,,,2,0,,,,,,,,,3,0,,,,,,,,,4,0,,,,,,,,,5,0,,,,,,,,,6,0,,,,,,,,,?,D,,,,,,,,,8,0,,,,,,,,,9,0,,,,,,,
23 function fixNumbering(
24E|{
25
26 global % $connect, %$clang, $sum
27
28 LimeExpressionManager: :RevertUpgradeConditionsToRelevance($surveyid);
29 //Fix a question id - requires renumbering a question
30 %o = S—_ix-*_.m:-e'-i-‘gj|
31 [3 "SELECT qid FROM {$dbprefix}questions ORDER BY gid DESC";
32 % , 1) or safe dle(,__ Uebr /3" (Sconnect->ErrorMsg());
33 whil =%row['qid"'];}
34 $n
35 %q TE 1$c33r“e1'1><}c jestions SET qid=$newqid WHERE ‘;
36 Gr "<br />".Sconnect->ErrorMsg()};
37 /U date subquestlons
38 $q "UPDATE {$dbprefix}questions SET parent_qgid=%newqid l‘JHE RE parent_gid=$%$oldqid";
39 3 = rect->Execute($query) or safe_die($query."<br t->ErrorMsg());




